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Core to the A10 Harmony platform, 
the A10 Harmony™ Controller 
delivers centralized management 
and analytics for secure application 
services in any underlying 
infrastructure — from traditional 
on-premise environments to public, 
private and hybrid clouds.

A10 HARMONY CONTROLLER
Controller-Based Architecture for Multi-Cloud 
Application & Security Management 

DATASHEET

The A10 Harmony Controller integrates management and 
analytics for A10 secure application services. The controller 
manages A10 application delivery controller (ADC) instances* 
and other A10 services that implement and enforce policies. 
 
The solution collects, analyzes and reports on traffic flowing 
through A10 Thunder,** Lightning ADCs and open-source 
third-party platforms,** including HAProxy load balancers. 
The centralized visibility and intelligence derived from per-app 
analytics greatly increases operational efficiency. 

Talk with A10.
Web: a10networks.com/controller
Tel: +1 888 A10 6363

SUPPORTED PLATFORMS

*Thunder management available 2H 2017. 

**Available Q2 2017.

Bare Metal 
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https://www.a10networks.com/controller
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Simplify 
Operations with Central Management 
 
In an elastic and distributed environment, 
managing policies for application 
services separately can be complex, 
time-consuming and error-prone.

The controller presents an easy and 
centralized way of configuring and 
managing policies across applications 
deployed in data centers or across 
private and public clouds.

Enable 
Self-Service and Agility 
 
The controller’s provider-tenant 
architecture allows a central IT team to 
function as a provider with control and 
visibility while allowing self-service for 
the tenant app teams. This multi-tenancy 
design enables IT teams to offer  
software-as-a-service (SaaS) to their 
internal or external customers. The 
tenants can easily provision infrastructure 
and maintain control with per-app policies.

The controller is centrally deployed and 
resides between the administrators 
and distributed A10 Thunder and 
Lightning application services — 
such as load balancing, application 
delivery and Web application firewall 
— for complete policy management, 
configuration and control functions.

FEATURES AND BENEFITS
With the Harmony Controller, organizations can 
increase operational efficiency and agility, enhance 
end-user experiences and reduce TCO. Simplify the 
management of distributed application services 
to dramatically shorten troubleshooting times, 
receive alerts on performance or security anomalies, 
improve capacity planning and optimize IT 
infrastructure for elastic cloud environments.

Optimize 
Application Service Instances 
 
The controller helps optimize various 
software-based instances throughout 
deployments and enables elastic 
scaling of services if the underlying 
infrastructure provides those 
capabilities. It continuously monitors 
the health of these app services, traffic 
patterns and app server-scaling to 
ensure high service availability.

Consolidate 
Per-App Analytics for Better Visibility 

 
The controller continuously 
collects metrics on a per-app basis, 
consolidates and correlates them in 
a ‘big data repository’ and provides 
actionable intelligence. Administrators 
gain a unified view of the distributed 
application environment, including 
multi-cloud scenarios, and obtain 
detailed reports including performance, 
end-user experience, security levels 
and server health.
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Automate 
and Integrate with DevOps Processes 
 
With 100 percent RESTful API 
coverage, all application services are 
programmable and enable automation 
and integration with DevOps processes. 
The services can be integrated with 
orchestration tools such as Ansible, 
Chef and Puppet and CI/CD tools, 
including Jenkins.

Scale 
Your Architecture 
 
The controller’s microservices design 
delivers highly available and scalable 
control and analytics functions.  
The controller deployment can be 
scaled without service disruption or  
replacing software as required by  
appliance-based approaches. 

A10 Harmony
Controller

Automate

Scale

Consolidate

Enable

OptimizeSimplify
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The Harmony Controller may be deployed 
via a SaaS model. Secure application 
services, such as Lightning or Thunder 
services, are purchased separately. 

Only control messages, metrics and 
telemetry data are sent between the 
controller and service instances via a 
secure SSL-encrypted channel. 

Application traffic does not flow 
through the controller. This ensures 
application data remains within the 
customer’s network. 

SAAS CONTROLLER

BENEFIT DESCRIPTION

Reduce Total Cost of Ownership Since it’s managed by A10, no 
operational resources are needed to 
deploy, operate, monitor or upgrade 
the controller software. 

Accelerate Deployment of 
Application Services

Organizations may obtain an account 
for the controller and start utilizing 
cloud-native application load-
balancing, security and analytics 
capabilities in just a few minutes.

The A10 Harmony Controller is 
available in two deployment models. 
The first allows organizations to use 
it as a SaaS offering managed by A10 
— making it very simple, quick and 
cost-effective to consume.

DEPLOYMENT MODELS
The controller is also available as 
a customer-managed, scalable 
software solution within a customer’s 
environment in data centers or clouds, 
including VMware-powered clouds, 
Amazon Web Services, Google Cloud 
Platform and Microsoft Azure.  

DEPLOYMENT 1 

SaaS
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SELF-MANAGED CONTROLLER

BENEFIT DESCRIPTION

Allow IT to Retain Complete 
Infrastructure Control

For various internal security needs, 
regulatory requirements and other 
factors, organizations may require 
full possession of the controller along 
with the application services.  

Support Broader, More Flexible 
Deployments

The Harmony Controller can be 
deployed in the data center and 
network location most appropriate 
for the organization. 

Regardless of deployment location, it 
provides centralized management of 
multiple application services, across 
multiple public and private clouds, 
with full visibility and analytics.

In this scenario, the controller is 
deployed and managed under the 
control of the organization, within their 
on-premise data center, private cloud 
infrastructure or public cloud service.

The controller software license includes 
the Harmony Portal and Harmony 
APIs for interfacing and management. 
The secure application services, such 
as Lightning or Thunder services, are 
purchased separately. The decoupling 
of the controller and the underlying 
application services provides  
several advantages.

Figure 1. The A10 Harmony Controller helps 
organizations connect and manage various 
solutions, appliances and services, including 
A10 Thunder, A10 Lightning and HAProxy, as 
shown in this typical scenario. 

DEPLOYMENT 2

Self-Managed
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The Harmony Controller allows 
organizations to achieve centralized 
management and control over A10 
application services, their various 
policies and obtain real-time 
visibility with analytics and alerts. 

Administrators utilize the Harmony 
Portal to interface with and configure 
the controller, which leverages 
Harmony APIs to manage the various 
application services.

Figure 2. The A10 Harmony Controller manages various application services, client APIs and administrative capabilities. This deployment model helps organizations configure all 
policies in a central location, regardless of where application services are deployed.

HARMONY CONTROLLER INTERFACE
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The Harmony Controller currently supports a variety of A10 
secure application services and third-party solutions.

SUPPORTED APPLICATION SERVICES

A10 Lightning ADS 
(with Lightning ADCs)

A10 Thunder ADC* 

(Hardware, virtual and bare metal)

Analytics for HAProxy** 

(Open-source load balancer)

Figure 3. The A10 Harmony Controller is a cloud-native, 
microservices-based application.

Harmony Portal 
 
The portal is an easy-to-use, role-based 
interface for managing application 
delivery infrastructure and associated 
policies on a per-application basis. The 
self-service capability eliminates the 
need for centralized IT admins to set 
up and configure the per-application 
infrastructure, maximizing agility and 
operational savings to support multiple 
application teams.

Harmony APIs  
 
These APIs enable orchestration and 
configuration. All application service 
capabilities are available via this 
RESTful interface. APIs may be used to 
integrate with deployment automation 
tools like Chef, Puppet and Ansible, as 
well as CI/CD tools like Jenkins. 

Analytics APIs also provide access 
to per-application metrics and logs. 
They may be used to integrate with 
third-party tools or to help build 
custom dashboards.

*Analytics available Q2 2017. Management available 2H 2017. 

**Analytics available Q2 2017.

https://www.a10networks.com/sites/default/files/A10-DS-15121-EN.pdf
https://www.a10networks.com/sites/default/files/A10-DS-15100-EN.pdf
https://www.a10networks.com/sites/default/files/A10-DS-15121-EN.pdf
https://www.a10networks.com/sites/default/files/A10-DS-15100-EN.pdf
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To learn more about the A10 Harmony 
Controller, talk to an A10 sales representative. 

©2017 A10 Networks, Inc. All rights reserved. A10 Networks, the A10 Networks logo, ACOS, Thunder and SSL Insight are 
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Managed by A10
 
Available as a service, the cloud-based controller 
subsystem is fully managed and monitored by A10. 
The controller is hosted and provided from data centers 
in the United States. It is built on top of a hardened 
operating system, installed on one or more high-
performance, industry-standard servers and hosted 
at a public cloud provider. 

The controller is in an isolated environment with network-
layer ACLs and access is granted only to authorized 
personnel. Data exchanges within the subsystems are 
encrypted using strong ciphers and sensitive data like 
passwords; SSL private keys are stored in the database 
with strong encryption. External access is always through 
industry-standard SSL communication. 

The A10 Networks team runs regular security scans 
and audits for security vulnerabilities. The controller offers 
multiple layers of security that are reviewed to ensure 
security and compliance.

Self-Managed
 
The controller may be optionally deployed within an 
organization’s on-premise data center, private cloud or 
in a private domain of a public cloud like Amazon Web 
Services (AWS), Google Cloud Platform or Microsoft Azure. 

The self-managed controller is distributed as software 
that can be installed on any physical or virtual machine 
running CentOS 7.x operating system. Please contact 
A10 for additional details.

About A10 Networks
A10 Networks (NYSE: ATEN) is a Secure Application 
Services™ company, providing a range of high-
performance application networking solutions that help 
organizations ensure that their data center applications 
and networks remain highly available, accelerated and 
secure. Founded in 2004, A10 Networks is based in San 
Jose, Calif., and serves customers globally with offices 
worldwide. For more information, visit: 
www.a10networks.com and @A10Networks.

MANAGEMENT
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